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EU ACTION AGAINST FALSIFIED MEDICINES

➢ Directive published 1 July 2011

➢ Entered into force 1 January 2013

Contains measures to increase security 

of the medicinal supply chain in Europe:

➢ Strengthen Good Manufacturing 

and Good Distribution Practices 

including the sourcing of active 

ingredients

➢ Improve supervision of actors in 

the distribution chain 

➢ Ensure product integrity and 

authentication of medicines 

(safety features and product 

serialisation)



Delegated Regulation to 

the FMD
➢ Adopted on 2nd October 2015

➢ In force since 9th February 2019



Anti-Tampering Devices (ATD)



Unique Identifier

 Data-Matrix code, developed to ISO-standards

 Key data elements:

▪ Product code (GTIN/PPN)

 Batch number

 Expiry date

▪ Randomised unique serial number

▪ National number

Product #: 09876543210982

Batch: A1C2E3G4I5

Expiry: 180500

S/N: 12345AZRQF1234567890



HOW IT WORKS



HOW IT DOESN’T



GAPS IN THE SYSTEM



WHAT IT CAN DO



Consequences for parallel trade

 High priority to keep the legal supply chain clean -> FMD

 Falsification cases in legal supply chain usually in connection with parallel 

trade

 Sometimes long supply chains

 Always international supply chains

 Bias? Packages are opened and repacked / relabelled -> close control possible

 Cases detected during incoming goods control at PI

 Usually serialisation code ok, but classic characteristics (e.g. Enbrel pencils in 

the package)



Consequences for parallel trade

 At PI: Code is verified and decommissioned/booked out

 Tamper-prove device opened

 Secondary package relabeled (sticker) or reboxing

 New Tamper-prove device and new code

 New code of PI booked into the system

 Problem: There is no connection from first code to second in the system!

 Only a connection concerning the batches

 Since the original labelling is known you could check the serialisation system 

of that MS

 In DE: Only a few PI have problems with falsifications



Consequences for parallel trade

 In DE: Only a few PI have problems with falsifications

 Long supply chains

 Good-PI-Practice? Only by product from the MS for which the was made.

 But: One main principle of the EU is the free trade of goods



Case review - Pharmagen
 RAPID ALERTS – KEYTRUDA + ENBREL



Investigation of Pharmagen



Pharmagen Activity



AUDIT TRAIL OF THE ENBREL – INVOICE TRAIL
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AUDIT TRAIL OF THE ENBREL – EMVS TRAIL
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AUDIT TRAIL OF THE ENBREL – TRUE TRAIL
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AUDIT TRAIL OF THE ENBREL – BEHIND THE 

TRAIL
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LESSONS LEARNT

20

• Prevents obvious falsifications.

• The system gives a glimpse into the illegal 

packs circulation.

• It was still important to circulate the Rapid 

Alert (and its follow-ups) to the Network in 

a timely manner to warn the other Member 

States and have communication between 

the impacted Member States and EMA. 

• It was still important to have GDP 

inspections/site visits organised.

• The system is a tool, not a panacea.

• High rate of alerts in the system enables 

stakeholders to ignore alerts due to various excuses. 

• Gaps in the system provide entry points.

• Pack information is available to anyone within the 

system.

• Audit trail in the system is useful, but may not be 

entirely accurate.



Problems of the serialisation concerning 

the German NMVO Securpharm

 Too many false alerts although error rates are falling

 Reasons: 

1. handling mistakes (e.g. double dispence), 

2. incorrect printing on of the packs, 

3. missing/incorrect data upload, 

4. bugs in involved systems (EMVS, NMVS, user software), 

5. misconfiguration in the systems involved (software and hardware), 

6. unforeseen system behaviour due to high complexity



Problems of the serialisation concerning 

the German NMVO Securpharm

 Reduction of false alerts necessary

 Clever handling of alerts

 Providing more reports for authorities

 So far no falsification detected in DE and in most other MS via the system

 Interesting alerts include usually international trade 

 Looking for the needle in the haystack: Is the system useful for that?

 Handling mistakes: Clarification at the pharmacy in retrospect normally not 

possible



Problems of the serialisation concerning 

the German NMVO Securpharm

 Dangerous exceptions on serialization:

 “Volume problem” in the hospital pharmacy

 Exceptions for Covid-19 vaccines (some vaccination centres couldn’t verify)

 Exceptions for Donation of medicines to Ukraine (not all UI booked into the 

system, decommissioning not necessary, risk: packages might come back via 

illegal channels)



QUESTIONS AND DISCUSSION
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